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Abstract: In order to solve the current security convergence algorithm of Internet of Things (IOT) problems such
as node coverage area conflict, poor read-write performance, difficult to accurately adjust and solve the signal
interference, this paper proposes a stochastic game-based security convergence algorithm for IOT. Firstly, signal
orthogonal adjustment is adopted to determine the optimal SNR performance in the process of channel
transmission, and the coverage radius of nodes is further adjusted by stochastic game method, which significantly
reduces the coverage area conflict and poor read-write performance caused by frequency interference between
nodes, and improves the similarity of working frequency bands between nodes. Then, considering the inadequate
accuracy of the method of simply adjusting the node coverage radius, we take measures to adjust the timestamp
reading and writing in the process of node launching, construct a timestamp reading and writing avoidance
mechanism, and adjust the time window of the nodes oflOT in the process of channel launching. The accurate
condition of launching process is realized, and the probability of signal interference emission is further reduced.
Simulation results show that compared with the widely deployed Node Energy Aware Backoft Algorithm (NEAB)
and Time Window Adjustment Algorithm (TW2A), the proposed algorithm has shorter network convergence time,
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node read-write time, and single node write time. Node convergence frequency is small, channel noise

convergence capture performance is excellent,

value.

thus the proposed algorithm has a strong practical deployment
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Fig.1 Node signal coverage map
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Fig.2 Schematic diagram of frequency interference
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Fig.3 Multi-node interference schematic diagram
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Fig.4 Frequency interference cancellation mechanism based on

channel signal-to-noise ratio
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Fig.5 Timestamp read and write avoidance mechanism
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Table 1 Simulation parameter table
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Fig.6 Test results of complete convergence time of network
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Fig.7 Test results of node read-write time
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Fig.8 Test results of maximum convergence times for single
node

3.4 (FEMREEHER

K9 (a) WfFHEMERE S, K9 (b)) ~ (D
O3 A A SCEE . NEABHL 2 TW2A ML 15 i
Wk PG IS AR 5 5. BT g, AU
TR T e S FE B e R, RERERER (5 g
I K oi 1 TNEABMLEI AL TW2ANL I, 3L
P 1 P AN AFAE SR O, IMNEABSIE (14
WG AP AEE 5, CHLAL S 3B o A7 A0 TR K LI
%5 TW2ARERIWS B s 13k 59, HM 57
FEBERALGE R B ) 8o JiR DR A2 BT SV A o A
AR A S RIS WIS, B E
gt LY (R AL T30 T R LRI A T e 7 TR Bk, 7 2k
M 5 A5 S (e T AR 58 L8, Il s)
AR RAEE S R, B AR T
5, TV BRAT VR P 7S 152 . NEABHLHI A TW2A
B XA T W 7 35 > FH ] B UG 5 1) 7 R AT 9 282
g, EMCHEE AR S 5 U g e A A
— € BE I A B8 3 B L SRR, B XA,
FETEAYS, RILREYS WoR (e R 59, X5
T M P AL IR B T B R T AN SO

h(éNEABﬁﬁ%.” o (d) TW2A%%:
P19 53 1t 7 AT SR 412 1 X

Fig.9 Channel noise convergence capture performance test
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